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With a command of SELinux you can enjoy watertight security on your Linux servers. This guide shows you
how through examples taken from real-life situations, giving you a good grounding in all the available
features.

Overview

Use SELinux to further control network communications●

Enhance your system's security through SELinux access controls●

Set up SELinux roles, users and their sensitivity levels●

In Detail

NSA Security-Enhanced Linux (SELinux) is a set of patches and added utilities to the Linux kernel to
incorporate a strong, flexible, mandatory access control architecture into the major subsystems of the kernel.
With its fine-grained yet flexible approach, it is no wonder Linux distributions are firing up SELinux as a
default security measure.

SELinux System Administration covers the majority of SELinux features through a mix of real-life
scenarios, descriptions, and examples. Everything an administrator needs to further tune SELinux to suit
their needs are present in this book.

This book touches on various SELinux topics, guiding you through the configuration of SELinux contexts,
definitions, and the assignment of SELinux roles, and finishes up with policy enhancements. All of
SELinux's configuration handles, be they conditional policies, constraints, policy types, or audit capabilities,
are covered in this book with genuine examples that administrators might come across.

By the end, SELinux System Administration will have taught you how to configure your Linux system to be
more secure, powered by a formidable mandatory access control.

What you will learn from this book

Enable and disable features selectively or even enforce them to a granular level●

Interpret SELinux logging to make security-conscious decisions●

Assign new contexts and sensitivity labels to files and other resources●

Work with mod_selinux to secure web applications●

Use tools like sudo, runcon, and newrole to switch roles and run privileged commands in a safe●

environment
Use iptables to assign labels to network packets●

Configure IPSec and NetLabel to transport SELinux contexts over the wire●

Build your own SELinux policies using reference policy interfaces●

Approach

A step-by-step guide to learn how to set up security on Linux servers by taking SELinux policies into your



own hands.

Who this book is written for

Linux administrators will enjoy the various SELinux features that this book covers and the approach used to
guide the admin into understanding how SELinux works. The book assumes that you have basic knowledge
in Linux administration, especially Linux permission and user management.
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From reader reviews:

Claire Underwood:

Book is to be different for every single grade. Book for children right up until adult are different content. To
be sure that book is very important normally. The book SELinux System Administration seemed to be
making you to know about other understanding and of course you can take more information. It is very
advantages for you. The publication SELinux System Administration is not only giving you more new
information but also for being your friend when you really feel bored. You can spend your own personal
spend time to read your reserve. Try to make relationship using the book SELinux System Administration.
You never really feel lose out for everything when you read some books.

Larry Hunter:

As people who live in the actual modest era should be up-date about what going on or information even
knowledge to make these individuals keep up with the era which is always change and advance. Some of you
maybe may update themselves by looking at books. It is a good choice to suit your needs but the problems
coming to a person is you don't know what kind you should start with. This SELinux System Administration
is our recommendation to help you keep up with the world. Why, as this book serves what you want and
want in this era.

Irvin Ashbaugh:

A lot of people always spent their own free time to vacation or perhaps go to the outside with them friends
and family or their friend. Were you aware? Many a lot of people spent they free time just watching TV, as
well as playing video games all day long. If you would like try to find a new activity that is look different
you can read a new book. It is really fun for you. If you enjoy the book that you read you can spent all day
every day to reading a book. The book SELinux System Administration it is quite good to read. There are a
lot of people that recommended this book. These were enjoying reading this book. When you did not have
enough space to bring this book you can buy typically the e-book. You can m0ore quickly to read this book
out of your smart phone. The price is not very costly but this book offers high quality.

Keith Kemp:

The book untitled SELinux System Administration contain a lot of information on it. The writer explains the
woman idea with easy approach. The language is very easy to understand all the people, so do not really
worry, you can easy to read it. The book was published by famous author. The author brings you in the new
period of literary works. It is easy to read this book because you can continue reading your smart phone, or
model, so you can read the book with anywhere and anytime. In a situation you wish to purchase the e-book,
you can open up their official web-site as well as order it. Have a nice examine.
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